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A Study on Implementation of Fully Automatic Testing Technology of
IEC61850 Protocol Using Python
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Abstract: The content involved in the IEC61850 conformance test is very complicated. Generally, dif-
ferent tools and software and various tester equipment are required to complete the conformance test of
the IEC61850 protocol, and the entire process of the conformance test of the protocol requires the partic-
ipation of personnel with strong professional knowledge. It is necessary to pay attention to every detail
and analyze and judge the messages of each detection process at the same time. The whole test is very
complicated and tedious. This article combines the problems encountered in the entire testing process of
IEC61850 protocol conformance and testing experience. Aiming at the cumbersome operation of IEC
61850 conformance testing of smart substations and the lack of automatic closed-loop testing, this paper
proposes to use the popular Python programming language and pass the IEC61850 Instead of services to
realize the most complex report service in the consistency check, the technical realization method of fully
automatic test of the report service is proposed, and a system realization method is proposed. The meth-
od automatically distinguishes test cases and real-time message information through the program, with-
out manual intervention during the test. It improves the execution efficiency of the conformance test and

strengthens the reliability and rigor of the test. Compared with the previous detection methods that re-
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quire externally applied signals to trigger report generation, it provides new ideas and references.
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Fig.1 TEC61850 protocol conformance test process
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